Securing Your Broadband Connection

This article describes the security risks of a computer connected via broadband to the Internet.  I begin with the general security issues associated with any Internet connection, explain some of the major vulnerabilities, and conclude the article with a “Top 10 List” of measures and recommendations you can use to secure your connection.  Please note that although the specifics of this article relate to a PC running Windows 2000 Professional connected via DSL, the principles apply to any computer, operating system and broadband connection.

Defining Broadband

I use the term “broadband” in this article to refer to a connection to the Internet that is not via a corporate network or dialup modem.  Either a digital subscriber line (DSL) or TV-style cable delivers the broadband connection to a residence or business over copper phone or coaxial cable wiring.  You may exploit this connection exclusively for personal use, exclusively for business use, or, perhaps, a combination of the two.  

The Need for Security

When you connect your PC to the Internet, or indeed any network, you open up a Pandora’s box.  A hacker may now attack the PC by sending you a virus or by using your Internet connection to clandestinely browse the hard-drive(s).  Your “personal island in the tropics” now has an airport!  At times, the “contraband” is smuggled in right under your nose – you open a Word document attached to an email that contains a macro virus – and at other times it enters entirely unknown to you – a hacker cracks your system password and takes a copy of your latest Quicken data file.  In either case, the likely outcome is destruction or theft of your precious digital data. 

Three Lines of Defense

Defense of your connected PC begins with isolation.  Isolation means that, to the extent possible, you limit the traffic between your PC and the Internet.  Your second line of defense is prevention.  Prevention means that you do not allow the limited traffic now flowing in and out of your computer to include malicious content.  Your final opportunity to defend your PC is with eradication.  Eradication offers you the chance to remove and/or replace malicious content.

Is Broadband Less Secure?

Recently, there has been conflicting information regarding the positives and negatives of a broadband connection.  There is little argument that a broadband connection is faster and more convenient than a “traditional” dial-up connection.  However, broadband is often cited as the less secure option.  The truth is, when you actually compare apples to apples, a broadband connection is no less secure than a dial-up connection.  The TCP/IP “plumbing” involved in each of these connections – the means by which your PC converses over the Internet – is identical.  The confusion over security arises out of the ways that a broadband connection is used.  In addition to handling standard traffic associated with any Internet connection – email messages, web pages, etc. – a broadband connection may be:

1) “Always on”, it connects to the Internet for long periods of time

2) “Fixed IP”, it connects based on a fixed Internet Protocol (IP) address

3) “Hosting”, it hosts one or more server functions (web server, FTP server, email server, etc)

Each of these factors, which in theory could apply to a dial-up connection, affects the potential vulnerability of the PC.

Items 1 and 2 increase vulnerability simply by making the connection easier to target for potential hackers.  Item 3 is a little more complicated.  Returning to my tropical island airport analogy and stretching it almost to breaking point, if the connection represents the airport, then each type of conversation between your PC and a server represents a single gate at that airport.  The more gates at the airport the more potential points through which contraband can enter.  In networking terms, TCP/IP refers to each of these “gates” as ports.  For example, web pages are transferred during an “HTTP conversation” that, by default, occurs on port 80.  Simply put, each server function requires at least one port and the more ports, the greater the opportunity for malicious content to be smuggled through your connection.

Top 10 Broadband Protection Measures

1) Enforce account policy

2) Enforce password policy

3) Disable unnecessary operating system features

4) Install and configure firewall software

5) Use secure file system

6) Install operating system and application software patches and hot-fixes

7) Configure application software

8) Install and configure virus protection

9) Enforce backup policy

10) Monitor protection measures

Items 1–4 are isolation techniques, 5-7 prevention techniques, and 8-9 eradication techniques.

If there is a general theme to this list, it is keep current.  More and more software vendors are making patches and hot-fixes available over the Internet.  Microsoft makes this even easier by including a Windows Update item to the Start menu.  One way to justify your investment in broadband is to use it to download the latest software patches to your operating system, firewall, virus protection, and application software!  

Isolation Measures

Your account policy should include:

· “Discretion”, minimize the number of accounts on your PC

· “Caution”, disable all “guest” accounts*
· “Guile”, change the username of all system-created accounts (for example, rename the Administration account)*
Your password policy should include:

· “Secrecy”, never give out your password

· “Uniqueness”, never re-use your password for less secure accounts (for example, do not use the same password for your operating system account as you use for a shopping account on the web)

· “Aging”, ensure that the system prompts you to change passwords on a regular basis* (for example, every 30 days)

Many operating systems, and Windows may be the worst culprit, try to enable everything on installation.  This ensures easy set up, but it also provides insecure entry-points to your PC.  The most notorious example of this is NetBIOS.  Your Windows-based broadband PC will likely never use NetBIOS – it is used exclusively in LAN environments – and yet it is usually fully enabled on installation.  As a rule of thumb, open the Windows Network Control Panel and disable everything not labeled TCP/IP.  Almost as important, you must check to ensure that any unnecessary services are disabled*.  As previously mentioned, each additional server function increases vulnerability to attack.  

With the increasing popularity of broadband, more firewall packages targeted at home and small business users are on the market (for example, ZoneLabs’ ZoneAlarm).  Your firewall software is probably the single most important isolation measure.  Therefore, it is imperative that you spend time understanding how to configure and monitor this vital software. 

Prevention Measures

Under Windows 2000/XP the most secure file system available is NTFS.  NTFS, unlike the older FAT16/32, provides you with file level protection and encryption.

You must also ensure that you stay current with operating system, firewall, and application software patches.  Security holes have been found in commercial software such as Windows, Internet Explorer, Outlook, and Netscape Navigator after release.  I recommend you check for updates on a weekly basis.

You should configure any software that has the potential to transport infected files to minimize that likelihood.  This software includes your email client, web browser and Microsoft Office.  I recommend that you configure the most stringent security restrictions available – for example, your web browser should prompt you whenever it attempts to download content to your hard-drive.

Eradication Measures

In addition to installing the most recent virus protection software (for example, Symantec Norton Anti-Virus) you must subscribe to the virus updates.  I recommend that you check for hot-fixes on a weekly basis, and you run a full virus scan daily.

Your last line of defense, and arguably most important security measure, is a regular backup schedule.  The difficult step here is identifying what to backup.  Once again, understanding the application software that you use and where it stores data files will really help here.  I recommend that, at a minimum, you make weekly backups and that you store the backup media offline.

Finally, every process requires checks and balances.  Item 10 on my list gives you the opportunity to help ensure that your protection measures are maintaining a secure connection.  I suggest that on a weekly basis, you:

· Check the operating system audit logs*
· Check the firewall software logs*
· Ensure the latest backup completed successfully

· Ensure the latest virus scan completed successfully

I excluded from this list measures related to the physical security of the PC.  Although these measures would usually be important – in a corporate environment, for example – I assume that only trusted people have access. 

This seems like a lot of work but the adage “an ounce of prevention is worth a pound of cure” was never more relevant than when applied to the security of your PC.

* Check the manuals that came with your hardware, operating system, firewall software, or application software for details.





